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Teaching Notes 

Case Synopsis 

At the University of Oslo (UiO), CERT manager Margrete Raaum learned of a network attack on Titan, a 
high-performance computing cluster which supported research conducted by scientists at various research 
institutions across Europe. The case describes the incident response, investigation, and clarification of the 
information security events that took place. As soon as Raaum learned of the attack, she ordered that the 
system be disconnected from the Internet to contain the damage. Next, she launched an investigation, which 
over a few days pieced together logs from previous weeks to identify suspicious activity and locate the attack 
vector. Raaum hoped to return to Titan to its prior safe condition and must decide what tasks must still be 
completed to validate the systems and determine it is safe to reconnect it to the Internet. She must also con-
sider further steps to prevent, detect, and respond to similar incidents in the future. 

Target Students/Classes 

This case is designed for an undergraduate or graduate information security (infosec) class that includes 
students with varied technical and business backgrounds. The case supports discussion of technical and 
managerial infosec issues in inter-organizational systems (IOS). For students with more advanced technical 
backgrounds—such as in a network security class—guidance for enhancing the technical content of the dis-
cussion is provided. For business students in an IS class, guidance is provided to enhance understanding of 
managerial issues in ensuring reliable IOS. 

Teaching Objectives 

This case deals with four primary topics and one secondary topic: 

1. Technical activities that help ensure the confidentiality, integrity, and availability of infor-
mation systems (which collectively we refer to as reliable IS). The case considers aspects 
such as network security, system hardening, authentication, and access controls. 

2. Incident response, referring to the activities undertaken by organizations during or imme-
diately following a systems-related disaster, outage, or disruption. 

3. Risk management and governance, particularly related to control mechanisms to prevent 
and detect occurrences that threaten an organization’s ability to achieve its objectives. 

4. Unique opportunities and challenges associated with ensuring reliable IOS. If an instruc-
tor assigns multiple cases in an infosec module, this case might represent a high-com-
plexity inter-organizational context, in contrast to a company dealing with an attack on 
their own systems that does not affect business partners’ systems or data. 

The task context—support of sophisticated scientific research—gives rise to unique challenges, but is not a 
primary focus of the case for purposes of a network security class or an infosec module in a managerial-ori-
ented IS class. However, an instructor teaching in a university whose science or engineering students would 
register in the class might see opportunities to enrich the discussion by focusing on the special aims of scien-
tists, big data, the large quantities and types of data they analyze, and so on. 

Although the four primary topic areas are distinct in their focus, several common themes are touched on 
throughout the case: general and IOS risks, controls, stakeholder interests. 

The specific teaching objectives for the case are: 
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1. To provide details of a network security attack, including related terminology and an ex-
planation of some specific steps intruders take to gain access to organizational systems. 

2. To provide students with an understanding of how organizations prepare for and respond 
to information security incidents. 

3. To develop students’ skills in applying risk management techniques and assessing gov-
ernance considerations related to information security. 

4. To challenge students to consider the complexities of ensuring reliable IOS, and, more 
broadly, to consider inter-organizational dependencies in light of information security. 

Suggested Background Readings for Students 

Students can be assigned the following readings, depending on the course and students’ technical back-
grounds. Each reading can enhance discussion by providing additional context and practical examples to aid 
in students’ evaluation and interpretation of events in this case. 

Topic Area and Reading Details Reading Summary 

Information Security 

Khansa, L. and Liginlal, D. (2009). Quantifying the Benefits of In-
vesting in Information Security. Communications of the ACM. 
52(11), pp. 113–117. 

Examines the link between organi-
zational investments in security 
and protection from malicious at-
tacks. 

The RSA 2012 Cybercrimes Trends Report. http://www.rsa.com/
products/consumer/whitepapers/11634_CYBRC12_WP_0112.pdf 

Provides insight into the types of 
security threats and into cyber-
crime perpetrators’ motivations. 

Incident Response and Management 

Werlinger, R., Muldner, K., Hawkey, K. and Beznosov, K. (2010). 
Preparation, detection, and analysis: the diagnostic work of IT 
security incident response. Information Management and Comput-
er Security. 18(1), pp. 26–42. 

Examines the security practices 
associated with the preparation, 
detection, and analysis of IT secu-
rity anomalies. 

Chen, R., Sharman, R., Rao, R., Upadhyaya, J. (2008). Coordina-
tion in Emergency Response Management. Communications of 
the ACM. 51(5), pp. 66–73. 

Explores of coordination issues, 
goals, and mechanisms related to 
emergency response manage-
ment. 
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Risk Management and IT Governance 

Taleb, N. N., Goldstein, D. G. and Spitznagel, M. W. (2009). The Six 
Mistakes Executives Make in Risk Management. Harvard Busi-
ness Review. 87(10), pp. 78–81. 

Considers common risk manage-
ment mistakes, such as reliance 
on statistics and examining past 
history. 

Johnston, A. C. and Hale, R. (2009). Improved Security through In-
formation Security Governance. Communications of the ACM. 
52(1), pp. 126–129. 

Provides an overview of the rela-
tionship between IS governance 
initiatives and information security 
program success. 

Suggested Student Case Preparation Questions 

The following questions are specific to this case and help place students in the position of Margrete Raaum, 
in order to analyze the contributing factors, key drivers, and subsequent decisions that need to be made. 

1. Who are the major stakeholders associated with the Nordic Data Grid Facility (NDGF) 
and UniNETT? What critical resources are stored within the system and what concerns 
might stakeholders have regarding these resources? 

2. How did employees, information security (infosec) processes, and infosec tools inadver-
tently help the attacker succeed in breaking into Titan? 

3. What should Margrete Raaum do now? Would you suggest that Titan is ready to be 
turned on for local access? Is it ready to be reconnected to the computational grid? 

4. What suggestions would you give Margrete Raaum regarding information security, inci-
dent response, and IT governance, in order to better prevent, detect, and respond similar 
issues in the future? 

Analysis of Issues 

1. Who are the major stakeholders associated with the Nordic Data Grid Facili-
ty (NDGF) and UniNETT? What critical resources are stored within the system 
and what concerns might stakeholders have regarding these resources? 

The question about stakeholders helps students take a broad perspective when evaluating the case issues, 
beyond the technical elements of the attack. Thus, the instructor can initiate a discussion that recognizes 
the broader impact of information security to include various non-technical participants. The identified NDGF 
stakeholders could include the following: 

• Leadership (managers, administrators) of the University of Oslo, other participating universities and 
research organizations 

• Scientists at various organizations such as those at UiO and CERN, who analyze data from the su-
percollider 
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• Research funding agencies 
• Information security staff at UiO and other NDGF participating organizations 

Many private sector infosec cases focus on protecting customer information and minimizing the financial and 
reputational costs of incidents. Similarly, this case notes that attackers might harvest users’ credentials for 
their potential value when used to gain access to other systems. However, after identifying the major stake-
holders and the resources at risk, students can see a more complex picture. The critical resources that are 
at risk in this case include user credentials as well as computational resources, data storage capacity, and 
scientific software and data. The case states that Titan contains ‘271 terabytes of shared disk space, which 
supported scientific research in natural sciences and engineering’. Though the scientific data might seem to 
be of limited value to an intruder, tampering with it or deleting it would give rise to significant expense and 
inconvenience to the scientists who rely on it. Attackers can also use the cluster’s computational resources 
and disk space to host pirated software or launch attacks against other systems. 

The instructor can introduce the Parkerian Hexad (Exhibit TN1) to help students distinguish among the vari-

ous resources at risk. The model 1 highlights six key principles of security. The first three—confidentiality (i.e. 
restricting disclosure of data to authorized parties), integrity (i.e. guarding against improper modification of 
data), and availability (i.e. ensuring timely and reliable data access)—are commonly referred to as the C-I-A 
triad. Parker added three other principles, one of which has specific relevance to the case. These principles 
are: possession (i.e. physical access to data), authenticity (i.e. confirmation of data’s owner or creator), and 
utility (usefulness of a particular resource). The utility element plays an especially interesting role in this case, 
due to the likely low value of the scientific data to the attacker, contrasted to the likely high value of the com-
putational and data storage resources which can be used to launch further exploits, and the user credentials 
which can be sold on the black market. 

2. How did employees, information security (infosec) processes, and infosec 
tools inadvertently help the attacker succeed in breaking into Titan? 

This question asks students to consider how infosec professionals use tools and carry out systematic 
processes to ensure reliable IS. Student discussion can focus on sub-optimal infosec elements and controls, 
as outlined here. 

Employees 

Two employee communication issues prevented Rauum from learning about the attack when it first occurred: 

1. Although the operations team noticed suspicious behavior in the weeks prior to the attack 
discovery, they failed to recognize the implications; instead they thought a scientist was 
doing an experiment. Normally, scientists should not be allowed to modify system-wide 
resources such as SSH. 

2. After they issued the vulnerability notification, the operations team believed the CERT 
team should have installed the appropriate patch. However, the CERT team was under 
the impression that the operations team’s notification was an indication that operations 
had resolved the issue. Neither team followed up; both underestimated the potential im-
pact of the vulnerability. 
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Information Security Processes 

1. Patching: While the attacker gained the initial access to the cluster because of the syn-
chronization of the user database, this is a necessary part of the grid cooperative. This 
attacker gained root access to the server because the Titan cluster and other systems in 
the grid were not properly patched and notifications of security advisories were disregard-
ed by the UiO staff. The attack would have been limited to the single compromised ac-
count if the patch was properly installed. 

2. Review of log files: Log files of system and user activities were relied on as a post-inci-
dent investigative tool only; unusual patterns or trends in the logs would not be identified 
unless evidence of an attack was identified elsewhere. In other words, even though log 
files can support early detection of an adverse event, they were not used for this purpose 
at UiO. Also, contrary to best practices the log files were not stored on a separate system, 
and editing the files from within the system was not restricted. 

Information Security Tools 

1. No detection tools were in place to monitor the network for early warnings of threats to 
system integrity or to otherwise reveal anomalies that might have alerted staff to the pos-
sibility that an attack was underway. 

The instructor can capture students’ discussion by noting their comments in two categories: failure to prevent 
the attack (blocking an attack before it can begin) and failure to detect an attack (identifying that an attack is 
underway). This theme continues into the following question, which is concerned with making future improve-
ments. 

3. What should Margrete Raaum do now? Would you suggest that Titan be im-
mediately reconnected to the computational grid or just brought up for local 
access? 

In addition to analyzing the nature and extent of the compromise, Raaum’s team needs to return the affected 
systems to normal operations. Her team has reinstalled the local compromised systems; however, there is no 
indication in the case that she has validated the system or followed up with the NDGF partner universities and 
research organizations to determine the extent of future exposure. 

In deciding whether to authorize Titan to be reconnected to the computational grid and resume operations, 
Margarete Raaum has a few options: 

a. She can resume full operations, but with the risk that an attacker, using credentials com-
promised at another institution, will regain access to Titan. 

b. She can resume local operations (just for UiO researchers) and wait to re-enable pass-
word synchronization used (to provide access to other NDGF partner organizations) until 
the team is confident the partner universities and labs have secured their systems. 

c. She can decide not to reconnect Titan and wait to resume until the investigation is com-
plete across the partner network, when she can be more certain that no NDGF systems 
and networks remain open to repeated compromise. 
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A compromised system should be treated with caution—it is often difficult to detect everything an attacker has 
modified. User data should be carefully reviewed for integrity, and interviews with all key stakeholders should 
be conducted before returning compromised systems to full operations. 

4. What suggestions would you give Margrete Raaum regarding information 
security, incident response, and IT governance, in order to better prevent, de-
tect, and respond to similar incidents in the future? 

This is a challenging question that covers a variety of topics. Instructors can focus on particular elements, 
depending on course objectives and students’ technical backgrounds. The instructor can encourage students 
to consider what Raaum and the UiO can do to reduce the likelihood of future attacks occurring (prevention), 
improve the ability to identify that an attack is occurring or has recently occurred (detection), and quickly act 
to limit the damage of an incident (response). This discussion helps students appreciate the complexity of 
overseeing an infosec function, including the distinctions between elements such as incident response and IT 
governance. 

A table such as the one depicted in Exhibit TN2 can highlight key issues identified by students 2 . 

In order to theoretically frame students’ responses, the instructor can supplement the classroom discussion 
with one or more of the following conceptual models, which can help students think about the temporal as-
pects of security, incident response, and risk management/governance, while also exposing them to tech-
niques used by information security practitioners. 

Exhibit TN3 (adapted from case Exhibit 3, Investigation and Remediation Activities) can be used to guide the 
class discussion related to improvements to the UiO team’s incident response. The exhibit outlines several 
response models and provides a brief description of the key elements. Although these models are presented 
separately, they can be discussed in an integrated manner as they all share common themes of risk, control, 
prevention/detection, and stakeholder interests. 

General Security Principles 

While the case may seem straight forward, there are several interesting aspects representing general security 
principles that make this incident a valuable basis for classroom discussion. The interesting aspects of this 
case are not only how the UiO CERT responded to the incident, but in more broadly anticipating and prepar-
ing for the challenges that all organizations face in protecting and remediating security incidents, especially 
in an environment where there are complex interdependencies between information systems. This case also 
helps guide discussion regarding general security concepts such as the inherent weaknesses of passwords 
and password reuse (the attack vector); organizational issues impacting security posture; and various valid 
approaches to preventive and remediation efforts. 

Password-Based Security 

There have been many high profile cases of passwords being stolen. In October 2013, 150 million email ad-

dresses and encrypted passwords were stolen from a server at Adobe Systems 3 ; in August 2014, it was 
discovered that over 1.2 billion usernames and password combinations were stolen by a Russian crime ring
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4 ; and in October 2014, it was revealed that almost 7 million usernames and passwords were stolen, many 

of which were valid on other Internet services such as Dropbox 5 . In the Dropbox incident, it is important 
to note that the passwords were not stolen directly from Dropbox servers, rather the attackers harvested the 
passwords from other sources and used dictionary attacks to discover which username and password com-
binations were valid for Dropbox and other Internet services, in an attempt to extort money from users. 

In password-based attacks, once valid credentials are identified, it is common for an attacker to access sys-
tems and use a local exploit to elevate their privileges on the system. In the Titan Incident, the specific attack 
vector used by the attacker was: 

1. The attacker obtained valid usernames and password combinations from a system in 
Spain that had a research agreement with UiO. 

2. The attacker accessed the Titan cluster as a research user using the valid credentials 
that were “harvested” from the previously compromised system. 

3. The attacker used a local system exploit to gain administrative privileges on the Titan 
system. 

4. Once administrative privileges were obtained, the attacker modified system files to collect 
the usernames and passwords of other end-users as they accessed the grid. 

5. The attacker created at least one “backdoor”, or method of accessing the system without 
relying on the compromised accounts. 

6. The newly stolen credentials were used to gain unauthorized access to other systems, 
and they may also have been sold in the black market. 

Each of these points in the vector can be discussed in a general context. For example: 

1. What risks do extranets and external agreements represent to an organiza-
tion and what assurances can be put in place to mitigate those risks? 

When administrators grant users and systems at partner organizations access to their IS resources, the se-
curity posture of their systems is affected by and depends on the security posture of the other organization. 
Therefore, organizations often request that third party security assessments be performed on systems in their 
partner networks. They may also require that summaries of these reports be made available to all parties rep-

resented in the agreements 6 . As services move into the cloud environment, many customers also request 
access to security audits performed on service provider’s systems. 

2. What technologies could be put in place to thwart password harvesting at-
tacks? If passwords are known to be ineffective in protecting systems from 
unauthorized access, why are other technologies such as multi-factor authen-
tication and biometrics not used more often? 

Many users are uncomfortable with biometric authentication perhaps for two reasons. First they may feel it 
is an invasion of privacy (as biometrics are always personal in nature) and second some users may feel that 
if the technology is somehow compromised, they will be unable to alter the authentication mechanism and 
permanently lose control of their data. For example, a compromised password can be easily changed, but 
a user cannot change their fingerprints if an attacker obtains a copy of them. Discussion of this issue was 
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extensively debated in 2013 when Apple integrated a Touch ID fingerprint scanner as part of the iPhone 5s
7 . In 2014, many sites were starting to offer support for two-factor authentication of end-user accounts, but 
adoption by end users was slow, despite many high profile cases involving unauthorized access using stolen 
credentials. 

3. How common do you think local vulnerabilities are on a system, and what is 
the risk of these types of vulnerabilities? 

System administrators often focus on preventing the primary exploitation vectors, such as vulnerabilities 
which allow for unauthenticated system access from the Internet. These types of issues are easily identified 
by security scanners that are used when security audits are performed (often times required as part of regu-
latory compliance). To make things more complex, the CVSS vulnerability scoring system (which in 2014 was 
generally accepted as the standard severity ranking system for security issues) does not rank “local vulner-
abilities” very highly. These two factors may have led to a false confidence in the security posture of compa-
nies, resulting in unpatched servers. 

In the epilogue of this case, we reveal that UiO found several other local privilege escalation vulnerabilities 
that the attacker could have used to gain administrative access to the Titan nodes. 

4. What technologies are in place to ensure system integrity and how effective 
are these? 

Host based intrusion detection and auditing systems, such as tripwire 8 are available to validate system files. 
However, these systems have not been popular, because of the added complexity and costs of maintain-
ing them. While some solutions were still available, in 2014 many—such as Symantec’s Intruder Alert solu-
tion—had long since reached their end-of-life milestones. Industry research groups such as Gartner Group 
stopped reporting on host-based IDS technology around 2004, in favor of configuration auditing solutions. 
However, in 2014 Gartner reported in their Hype Cycle for IT Operations Management that less than half of 
organizations had sound configuration and change management practices. 

5. How do attackers create “backdoor” accounts? How can system adminis-
trators protect against them? 

Typically, an attacker creates a backdoor by configuring an administrative account for themselves on the sys-
tem, installing software that creates a covert communication channel. In the Titan Incident the attacker modi-
fied system files already running on the system, allowing them future access to the system. Once a backdoor 
is installed, it is often difficult to detect. Good configuration management and account auditing help, but once 
a system is compromised, it is often backed up (to keep an account of the incident) and reinstalled from a 
known secure backup source or original installation media, to ensure there were no undiscovered modifica-
tions to the system. 
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6. How likely is it that passwords accessing an organization’s confidential or 
proprietary data will be sold on the black market? 

User lists and passwords are commonly sold on black market exchanges. According to an interview in 
2014 with David DeWalt, the CEO of FireEye, organizations face a greater risk of these black market ex-
changes than individual users. DeWalt reported that 97 percent of organizations had experienced a data 

breach—largely as a result of compromised passwords 9 . 

Organizational Issues 

In this case, there are several hints at organizational and interorganizational issues that resulted in either a 
reduced security posture of the grid system or that hindered the UiO staff’s efforts in responding to the inci-
dent. 

Perhaps one of the first indicators of these issues is when the case disclosed that UiO had “no standards 
[that] governed the software levels running on the nodes.” In this environment, each system in the cluster was 
running different patch levels and there was no configuration management and control system to manage 
the various software levels running on the systems. Network connected systems are often discussed in the 
context of “the weakest link”: if any systems in a grid are compromised, an attacker can use that system in 
a pivot attack (or use the privileges granted to that computer as part of the grid to access other systems in 
the cluster). Without any standards, controls, or auditing capabilities of software levels, it is very difficult for a 
system administrator to know where to apply security patches. 

Second, the case indicates that there were “no resources to test software patches in the lab before patch 
deployment” and therefore, patches were not deployed unless absolutely necessary. In this case, UiO did not 
consider the security impact that resulted from their inability to test system patches. In fact, one might ques-
tion UiO’s relative priority in securing their IT assets as the security staff was composed of members who 
served on a “part-time, as-needed” basis. The system logs were “locally kept” on the server instead of on ded-
icated logging servers which is contrary to best practice, since an attacker who gains administrative access to 
a system can modify any of the local system logs. But the cost considerations of adding these resources were 
not the only organizational issues. Even when the staff members did recognize the need for the patch, the 
CERT team and operations team did not communicate effectively regarding the installation of fixed software. 

Challenges of internal communication channels were not the only problems UiO had in interacting with key 
stakeholders. The case mentions that there were “no communication channels between research collabora-
tives” and that the notification systems in place were not fully understood (Raaum was “surprised” by Nixon’s 
email because “she was not fully aware of Titan’s dependencies”). Without understanding the dependencies 
between systems, it is impossible to understand the risks that external agreements represent to the security 
of an organization’s information system assets. All dependencies of an IS system should be documented and 
understood, and formal communication channels should be established for incident responders to collabo-
rate in the case of a security incident or natural disaster. Without these in place, the UiO CERT team found 
it difficult to collaborate with other institutions affected by the attack, and thus could not ensure that the Titan 
system would not be compromised again with stolen credentials. 

Finally, even when the security staff members at the partner organizations were identified and their credibility 
was established, there were several hints of power conflicts between users, system administrators and secu-
rity staff members. Raaum had to resort to using “scare tactics” when trying to convince the support staff at 
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a partner university to help her. UiO’s own operations team also appeared unwilling to challenge users; they 
“had noticed suspicious behavior weeks prior to notifying her, but they said they thought a researcher must 
be conducting an experiment”. 

Debate Regarding Next Steps 

This case ends at a point when Raaum can choose among several courses of action to take to ensure the 
integrity of the computers comprising the Titan cluster. The epilogue in this teaching note (below) provides 
some guidance, by specifying the activities that UiO did perform after the investigation. Specifically they: 

• reviewed the logs created by the modified SSH program 
• identified all accounts that were harvested by the rogue SSH program on Titan 
• created disk images to maintain a record of the incident 
• reinstalled the compromised nodes from the original installation media 
• performed security scans and penetration tests against the new images to verify that the systems did 

not contain any known vulnerabilities 
• moved system logs from the local system to new logging servers in order to prevent modifications 

during future attacks 
• better defined the communications paths inside UiO 
• performed regular security scans and penetration tests on the nodes 

However, the actions taken by UiO in the case should not necessarily be considered as the ‘correct’ actions 
in IS security incident response, since a variety of other valid approaches could have been implemented. For 
example the team could have undertaken activities such as: 

• Expand the use of network based intrusion prevention systems and monitored it closely for dictionary 
based password attacks. 

• Create a honeypot for the attacker to access and monitor their activities. 
• Create a system to analytically detect anomalies in log files especially related to unusual attempts to 

access the grid systems. 
• Hire an external security consulting service to aid in the investigation. Some common consultants in 

2014 were FishNet Security 10 for incident management, Mandiant 11 for collection of evidence, and 

Palantir 12 for analytic analysis of security data. 
• Restore the compromised systems using a system backup which was known to be good before the 

attack took place, and then patch those images for known security issues. 
• Implement one-time passwords and/or two factor authentication. 

Teaching Strategy 

Recommendations for teaching strategies are listed below, by case question. The approximate times for dis-
cussion on each question are listed and assume a total class duration of 75 minutes. 

Question 1 (15 minutes): Instructors could divide the class into groups, each focusing on a particular cate-
gory of stakeholders, in order to facilitate a deeper analysis regarding their concerns about critical information 
and other resources. Groups could be structured as internal University of Oslo employees versus those exter-
nal to UiO. Another alternative is administrative versus scientific stakeholders. In class discussion, additional 
questions to pose could include: 
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• Why is the [student-identified] information critical to [this stakeholder]? What could go wrong if secu-
rity of this information is compromised? 

• How would you prioritize the importance of this resource within your stakeholder group? What is most 
important? What is least important? 

Question 2 (20 minutes): This question could be introduced using an informal debate approach. The instruc-
tor would assign each student to a team representing either employees, IS processes, or IS tools. After a 
short period of discussion within the team (e.g. 5 minutes), a representative from each team would make brief 
arguments highlighting the key factors contributing to the attack that exist within the other two groups (e.g. 
2–3 minutes for each team). For example, the ‘employees’ team could point out that insufficient IS tools were 
in place to detect an attack. Likewise, the ‘IS tools’ team could counter that poor communication between em-
ployees contributed to a delayed identification of the attack. After each group has an opportunity to present 
their initial arguments, a short rebuttal statement could be made by each group to defend the role of their 
team and make additional arguments about contributing factors within the other teams (e.g. 2–3 minutes). 

Question 3 (15 minutes): Instructor can ask students to first establish what options are available to Margrete 
Raaum, then vote on the direction they personally support. By asking students to discuss the pros and cons 
of each option, distinctions can be made in order to balance risks and benefits. This could be further sup-
plemented by asking students to consider if their choice would be different if they were placed back in their 
stakeholder groups from Question 1 (e.g. internal vs external, administrator vs researcher). 

Question 4 (20 minutes): Instructor could draw a 3 × 3 matrix on the board, similar to that shown below (see 
also analysis section above), and elicit suggestions from students until contributions have been made to each 
cell of the matrix. This approach encourages discussion of possible improvements to make. The instructor 
can probe student responses with questions such as: 

• Why does [suggested improvement] address prevention, rather than detection? 
• How might [suggested improvement] be implemented? Who would be responsible? How long might 

it take to put into place? How much might it cost? Are those costs justified? 

Prevention Detection Response 

Information Security 

Incident response 

IT governance 

Wrap-up (5 minutes): Instructor can summarize the key points from the case discussion and provide the epi-
logue (below). 

In this case, incident detection was ineffective. When the Titan operations team noticed SSH logging to an 
abnormal location, they should have immediately recognized the potential security impact and contacted the 
UiO CERT team. The operations team believed the abnormal behavior was the result of a scientist experi-
menting on the system. Their lack of training and inability to recognize the attack highlights the need for better 
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incident detection and understanding of policies. 

In this incident, part of the issue the team faced is political. Scientists typically have higher status and hold 
more power in research institutions than the UiO CERT or Titan operations teams. This also came into play 
when the CERT team reached out to partner universities. Perhaps a shared culture established trust be-
tween the Norwegian universities, whereas this was apparently lacking between the University of Oslo and 
the Spanish university (at least at the level of the infosec employees). 

With no formal communications channels between organizations, what information should be shared? The 
operations team did not feel empowered to challenge the scientists, so the attack was left unreported even 
after it was discovered. However, the CERT team was eventually successful in approaching researchers who 
were not part of UiO. 

Epilogue 

The case indicates that Nixon and Raaum were able to identify the initial compromised system that hosted the 
account which was used to access Titan. However, it does not reveal that the CERT team reviewed the logs 
created by the modified SSH program, and were confident that CERT had identified all the account credentials 
that were harvested by the rogue SSH program. Raaum’s team followed best practices in incident response 
and recovery. In order to maintain a record of the incident, they created disk images before reinstalling the 
compromised nodes. Once the systems were reinstalled, they performed security scans and penetration tests 
against the new images in order to verify that the systems did not contain any known vulnerabilities. System 
logs were moved from the local system to new logging servers in order to prevent modifications during future 
attacks. 

The vulnerabilities in all of the various organizations’ computing systems were addressed prior to bringing 
Titan back on-line. Password synchronization was re-enabled to provide access from the grid partners when 
Titan was reconnected to the grid. 

The investigation team found that four other facilities conducting astrophysics research were also compro-
mised, but the trail ended there. Neither the attacker responsible for this incident, nor the attacker’s moti-
vations were identified. The attacker did not use the computational resources of the grid and there was no 
evidence that user credentials were used elsewhere. It appears that the sole purpose of this attack was to 
collect as many usernames, passwords, and SSH keys as possible before the compromised system was dis-
covered. 

Since this incident, communications paths inside UiO have been better defined. The CERT team now receives 
notices of security vulnerabilities directly. Periodic meetings are held to strengthen the integration of Titan op-
erations and the UiO CERT team. 

In this case, Margrete Raaum was frustrated with the external communication, specifically with her inability to 
get from the Spanish university’s help desk to the scientist whose account was compromised. When Raaum 
confirmed with the scientist that his account had been compromised and used in the attack, she then con-
tacted the system administrators at this university for remediation. The system administrators there did not 
believe Raaum’s assertion that their systems were attacked or compromised. Raaum was forced to provide 
evidence of the attack by asking the system administrators to extract patterns out of the binary SSH images 
which were obvious signs of the modifications. The UiO CERT team has since built up better communication 
channels and trust with their external partners. 

From a systems administration standpoint, the logs are no longer kept locally, but are instead retained on 
external read-only storage to prevent an attacker from altering them. When the security team examined the 
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Titan master and login nodes, they discovered other vulnerabilities that would have allowed the attacker to 
gain administrative access. The software packages installed on the cluster have been standardized and now 
receive regular updates. Besides reviewing security alerts as they are issued, there was no indication given 
from UiO staff members that they currently perform regular security scans or penetration tests on the nodes. 

Both Lief Nixon and Margrete Raaum indicated they would like students to understand that computer incident 
response isn’t solely a technical problem, even though technical analysis is critical for remediation and root 
cause analysis. Incident response relies heavily on interpersonal skills which Raaum and Nixon believe are 
often more critical during incident response than the technical analysis of a vulnerability. In an interview Nixon 
joked, “I’m an engineer; I never thought my job would rely so much on dealing with people!” 

Teaching Notes Resources 

Exhibit TN-1: The Parkerian Hexad 

Exhibit TN2: Prevent, Detect, Respond 

Topic Area Prevent Detect Respond 

Information 
Security 

Principle of least privilege: 
End users are given privi-
leges only to resources 
they need. 

Block access to unneces-
sary ports: Tools such as 
firewalls can help prevent 
attackers from accessing 
ports used by insecure ser-
vices or those not needed 

Network Intrusion Detection 
and Prevention Systems: 

Network based IDS/IPS nor-
mally rely on signatures to de-
tect exploits and attacks as 
they traverse a network. Detect 
these activities and block at-
tackers. 

File system integrity checks: 

Review of logs: System 
logs and accounting 
records should be exam-
ined in order to determine 
what happened and when. 

Forensic analysis: Forensic 
tools like The Sleuth Kit, 
can be used on copies of 
disk images to find traces 
left behind by an attacker. 
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for normal operations. 

Authentication: Require 
strong passwords and/or 
two factors (e.g. password, 
physical token), which 
should be synchronized 
across multiple systems, for 
all administrator access or 
access to sensitive sys-
tems. 

Security Scans and Pene-
tration Tests: Perform auto-
mated security scans and 
manually verify results of 
penetration tests. 

Specialized software tools pro-
vide system administrators a 
way to calculate hashes (type 
of ‘digital fingerprint’) of critical 
system files in order to detect 
any changes. 

Statistical network anomaly de-
tection: Systems that create 
statistical samples of the tim-
ing, location, and volume of da-
ta can help detect situations 
where network traffic falls sig-
nificantly outside of an expect-
ed confidence interval, indicat-
ing a breach. 

Binary analysis: 

Tools like IDAPro on virus-
es and Trojan software may 
provide a lead or informa-
tion about the source of 
malware. 

Malware examination: 

Malware can be placed into 
an isolated network or 
sandbox, in order to exam-
ine its behavior. 

Incident Re-
sponse & 
Management 

Policy and procedure cre-
ation: Establish guidelines 
for a process to quickly re-
spond to security incidents. 

Evaluate incident manage-
ment capability: Under-
stand the extent of incident 
response that is possible 
under funding and staff re-
strictions, to ensure re-
sources are available. 

Proactive detection: Establish-
ing monitoring activities that 
regularly occur prior to an inci-
dent (e.g. network monitoring, 
antivirus alerts, etc.). 

Reactive detection: Establish-
ing activities that are conducted 
following the detection of an in-
cident (e.g. web-form reporting, 
help desk monitoring). 

Investigate and respond: 

Includes technical (e.g. re-
viewing log files), manager-
ial (e.g. stakeholder notifi-
cation), and legal (e.g. law 
enforcement notification) 
response. 

Incident reporting: Estab-
lish guidelines for incident 
reports, analysis, improve-
ment proposals, reports to 
stakeholders. 

Risk Man-
agement & 
IT Gover-
nance 

Analyze stakeholder needs: 
Periodic evaluation of 
stakeholder needs and 
risks associated with failing 
to meet those needs can 
encourage an increased fo-
cus on areas of security 
vulnerability. 

Educate staff and end 
users: No security program 
is complete without good 
security policies and educa-

IT security audit: Periodic re-
views of high risk security 
processes by internal and ex-
ternal auditors can detect is-
sues that require remediation 
from management. 

Security risk awareness: Dili-
gence in periodically reviewing 
newly emerging IT risks and 
trends can aid organizations in 
modifying how the detection of 
security incidents is conducted. 

Stakeholder communica-
tion plan: When an event 
occurs, plans should be in 
place to effectively commu-
nicate with stakeholders on 
event status and impact. 

Response plans: Structures 
should be in place that do 
not isolate decision making 
to IT leadership; business 
leaders and other stake-
holders should be aware of 
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tion of support staff and 
end users. In most comput-
ing systems, end users are 
the weakest part of the se-
curity chain. 

the impacts help to deter-
mine the organization’s re-
sponse. 

Exhibit TN3: Incident Response Models 

Topic Area Model 
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Information 
Security 
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Incident Re-
sponse & 
Management 
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Risk Man-
agement & 
IT Gover-
nance 

Notes 

1. Refer to Parker’s book Fighting Computer Crime (1998 – Wiley) for more details. 

2. Sources include content from suggested background readings, as well as COBIT 5 (2012), the Certified In-

formation Security Manager Review Manual (2013), and the Official (ISC) 2 Guide to the CISSP Exam (2004). 

3. http://www.theguardian.com/technology/2013/nov/07/adobe-password-leak-can-check 

4. http://time.com/3083504/russian-hackers-passwords/ 

5. http://www.cnet.com/news/hackers-hold-7-million-dropbox-passwords-ransom/ 
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http://www.cnet.com/news/hackers-hold-7-million-dropbox-passwords-ransom/


6. http://www.sans.org/reading-room/whitepapers/basics/security-considerations-extranets-527 

7. http://www.forbes.com/sites/andygreenberg/2013/09/10/apples-new-iphones-touch-id-makes-fingerprint-
scans-easy-but-dont-ditch-your-passcode-yet/ 

8. http://sourceforge.net/projects/tripwire/ 

9. http://www.cnbc.com/id/101899719#. 

10. https://www.fishnetsecurity.com/ 

11. https://www.mandiant.com/ 

12. https://www.palantir.com/ 

13. Andress, J. (2011). The Basics of Information Security. Syngress Press, p.87. 

14. Alberts, C., Dorofee, A., Killcrece, G., Ruefle, R. and Zajicek, M. (2004). Defining Incident Management 
Processes for CSIRTS, Carnegie Mellon Software Engineering Institute, p.18. 

15. COBIT 5: An ISACA Framework (2012). ISACA, p. 13. 
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